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Network Time Protocol Version 4 Distribution Copyright Notice

NTP FastTrack is based upon the Network Time Protocol Version 4 Distribution. The following copyright
notice applies to all files collectively called the Network Time Protocol Version 4 Distribution. Unless
specifically declared otherwise in an individual file, this notice applies as if the text was explicitly included
in the file.

Copyright © David L. Mills 1992-2001

Permission to use, copy, modify, and distribute this software and its documentation for any purpose and
without fee is hereby granted, provided that the above copyright notice appears in all copies and that both
the copyright notice and this permission notice appear in supporting documentation, and that the name
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suitability this software for any purpose. It is provided "as is" without express or implied warranty.
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1 What is NTP?

1.1 Overview

The Network Time Protocol (NTP) is an Internet protocol used to synchronize computer clocks. The protocol
was first developed by Professor David L. Mills at the University of Delaware in 1988. Since then 4 versions
of the protocol have been released.

1.2 How does it work?

Universal Time Coordinated

NTP does not synchronize computers directly to each other, but instead synchronizes each computer
independently to the world's official time standard, Universal Time Coordinated (UTC). This is a world-wide
time reference independent of time zones (i.e. “universal”), and is determined from a combination of time
estimates from several institutions around the world (i.e. "coordinated") [Windl et.al, 2002].

Time Servers

UTC is best measured using high precision devices such as atomic clocks. Due to their prohibitive cost,
it is not possible for every computer to have such a device. But it is possible for a handful of machines to
have such clocks. These computers can then act as a time reference server to other computers who wish to
be synchronized to UTC. These machines can then in turn act as servers to other computers. Of course, this
requires the round trip delay for every network connection to be taken into account.

Stratum 1 %

Stratum 2

»© =

Stratum 3

Figure 1- NTP time reference hierarchy

This is the basis of NTP's time reference hierarchy, shown in Figure 1. Each level in the hierarchy is known as
a "stratum”. In general, the lower the stratum number, the more accurate a reference server is considered to
be. In Figure 1, the most accurate reference servers at Stratum 1 are shown at the top of the diagram.

1.3 Accuracy

NTP synchronizes one computer to another by communicating through a network connection. The accuracy
of the synchronization is therefore limited by the quality of the network environment, i.e. computers linked
with a high quality network connection with moderate traffic will synchronize with better accuracy than
those with poor connections.
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Accuracy Requirement for faceLAB™

The achievable synchronization accuracy quoted in the NTP literature varies from microseconds to seconds.
faceLAB™ requires a minimum synchronization accuracy of 0.01667 seconds (16.67 milliseconds). This is
determined by the fact that faceLAB™ processes 60 video frames per second (i.e. 1 second / 60 frames =
0.01667s).

1.4 How long does NTP take to Synchronize?

An NTP client can take up to an hour stabilize when first connected to a server. When a client connects to a
server, the first time adjustment won't occur for five to fifteen minutes. The time difference will improve
over the next 24 hours until reasonably stable '. [Dalton,1997].

Figure 2 plots the time difference, or offset, between a typical client and server connected on a 100 Mbps
LAN. Both client and server were restarted immediately before the plot origin. It is seen the client took
approximately 50 minutes before satisfying this requirement.

NTPD with reset LCL reference (no drift file)
1000 1 1 1
= Absolute Sync Offset
100 —— faceLAB sync threshold
m
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,fa/’: 1 I IIIIIII s AT | b
(@]
e
s, 01 1 i
)
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Time (min)

Figure 2 - Synchronization Stabilization for a typical client connected to a NTP server.

1.5 NTP Network Configurations for faceLAB™

NTP can be configured to support many different network configurations. This section outlines those
configurations relevant for use with faceLAB™.

Single Server, Multiple Clients

You may have two or more computers on your network you wish to synchronize. Only one of these should
act as a server, with all other machines connecting to this server as clients, as seen in Figure 3.

' The NTP implementation discussed in the Section 2 offers the ability to significantly reduce the time taken to
synchronize.
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Figure 3 - Clients connected to a single server

Choosing a Server

Any computer, including the faceLAB™ machine, can act as the designated server. It is preferable to choose
a computer with a reliable clock.

Disciplined Server

The accuracy of your chosen server can be improved if it references time servers of a lower stratum number,
on an external network, as shown in Figure 4.

1112 4 11121
External o |_ 2 o |_ 2
Network “v 90 %7 ,—,
stratum 1 servel stratum\1 server Stratum 1 server
local server
Local
Network -g g g Q e %
client 1 client 2 client 3 client 4 client N

Figure 4 - Clients connected to a server disciplined by other servers.

Note that only the local server, not the clients, connect to the external time servers. This is important for
minimizing configuration maintenance: if the external time servers must be changed, then only the
configuration of your local server need change, but not the clients.

It is considered important to discipline your local server with at least 3 external servers, preferably more.
This is to improve robustness through redundancy, and to safeguard against incorrect servers?.

Each external server should be as close as possible to your geographic location, to minimize network delays
which can compromise synchronization accuracy [Dalton,1997].

Undisciplined Server

Often the computers you wish to synchronize must operate in isolation from external networks, and
therefore your local server cannot use lower stratum time servers. In this situation the local clock of your
local server can be made the UTC reference. The server's clock is therefore considered "undisciplined”, i.e. it
has no reference and may drift without correction. Clients can still synchronize to the local server, but all
the synchronize clocks will drift together with the local server.

2 A surprising number of stratum 1 servers hold incorrect time. A 1999 study found that more than 30% of stratum-1
servers had a clock error of more than 10 seconds [Minor,1999].
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Figure 5 - Clients connected to an undisciplined server that does not reference time from other servers.

Note: Care must be taken when using an undisciplined server. If the server is connected to the Internet, it
may confuse unsuspecting clients on external networks who won't realize the server is not a true UTC
reference. At the very least, an undisciplined server should indicate to clients it is undisciplined.
[Windl,2002]. How to do this is explained in Section 5.3.
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2 NTP FastTrack

2.1 What is NTP FastTrack?

The originators of NTP implemented a freeware software implementation of the protocol, known & the
“NTP Distribution”. The distribution supports Linux/Unix, Windows and many other platforms, with full
source code and documentation provided for both. The distribution includes:

» an NTP service for synchronizing your machine;

» 3 variety of tools for monitoring synchronization;

» scripts for retrospective analysis of synchronization accuracy;

= extensive (and at first overwhelming) documentation.

For the convenience of faceLAB™ customers, Seeing Machines distributes a simplified adaptation of the NTP
Distribution, known as NTP FastTrack, intended for Linux/Windows users, including:

» NTP binaries for Windows (thus removing the need for customers to build the source code);

=  Windows installer script

= Source files for compilation in Linux or Windows

= Ascript for fast tracking the installation of the NTP service in Linux;

»=  This document.

2.2 Where can | get it?
NTP FastTrack 1.0 can be downloaded from:

=  Windows Users:
http://ftp.seeingmachines.com/pub/facelab/tools/NTP/NTP FastTrack 1.0.0 win_install.exe

=  Linux Users:
http://ftp.seeingmachines.com/pub/facelab/tools/NTP/NTP_FastTrack 1.0.0.tar.qz

The full NTP distribution can be downloaded from:
www.ntp.org

2.3 ntpd - The NTP Service

The core component of the NTP distribution is the NTP service, called ntpd (NTP-daemon). This application
runs as a background process® on every machine you wish to synchronize, and can operate as a client, a
server, or both.

When ntpd is started, it reads a configuration file called ntp.conf. Section 5 explains how this file can be
edited to configure ntpd for your purposes.

2.4 ntpq - A Tool for Monitoring Synchronization

ntpq (NTP-query) is a command line program used to query NTP servers. It is most commonly used to query
the time difference between a client and specified servers. This is important for verifying your computers
are adequately synchronized.

3 Known as a “service" in Windows, or “daemon” in Unix/Linux

O Seeing Machines 2002 7



3 Running a NTP service on Windows

This section outlines how to install, stop and start an NTP service (ntpd) in Windows 2000 and Windows XP.
The configuration of an NTP service is deferred until Section 5.

3.1 Installing NTP FastTrack

To install NTP FastTrack:
1. Open NTP_FastTrack_1.0.0_win_install.exe;
2. Follow the Installer instructions;

3. Shortcuts to the components of NTP FastTrack 1.0 are added to Start Menu. To view them, click
Start, click Programs, click Seeing Machines, click NTP FastTrack 1.0.

3.2 Disabling the Windows Time Service

Windows 2000 and Windows XP both come with a pre-installed NTP service, called "Windows Time".
According to Microsoft this only provides “loose synchronization”, and should only be used by applications
“that do not require the degree of accuracy that NTP provides” [Brandolini et.al, 2001].

Windows Time must be disabled when using ntpd, otherwise it will interfere with the ntpd service. To stop
and disable Windows Time:

1. Click Start, click Programs, click Seeing Machines, click NTP FastTrack 1.0, click ntpd, click
Starting and Stopping, click Shortcut to Services. This opens the Services management console.

2. Double click the Windows Time service in the Services list. A properties window appears.
3. Click the Stop button.

4. Select the Disabled item in the Startup type dropdown combo box, as shown in Figure 6.

Windows Time Properties (Local Computer) llll

General I Log On I F!ec:o\-'eryl Dependenciesl

Service name:  W32Time

Display name: lWindows Time

Maintainz date and time spnchronization on all clients;l

Description: ! ; P
i and servers in the network., [F this zervice is stopped,;l

Path to executable:
C: AWM DOW S Sestern32hevchost eve -k netaves

Startup type: Dizabled j
Automatic
— | Manual
Service status:
Stark | Sitop | Fause | Fesume |

“Y'ou can specify the start parameters that apply when you start the service
from here.

Start parameters: I

ok I Cancel | Apply |

Figure 6 - Stopping and Disabling the Windows Time Service

3.3 Installing the NTP Windows service

To install ntpd as a Windows Service:
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1. Click Start, click Programs, click Seeing Machines, click NTP FastTrack 1.0, click ntpd, click

Service Installation, click Install.

As illustrated in Figure 7, a command prompt will appear, with a message saying the service was

“successfully created”. (The remainder of the message can safely be ignored.)

The "Metwork Time Protocol' sevvice wasz succeszsfully created.

Don't forget??? You must now go to the Control Panel and
use the Services applet to change the account name and
password that the NHIP Service will use when
it starts.

To do thisz: wusze the Startup button in the Services applet.

and <for example? szpecify the deszired account and
correct password.

Also,. use the Services applet to ensure thisz newly installed
service starts automatically on hootup.

C:~Program Files“SeeingMachines>NIP FastTrack 1.8hin>

Figure 7 - Installing the ntpd Service from the command line

To uninstall ntpd:

1. Click Start, click Programs, click Seeing Machines, click NTP FastTrack 1.0, click ntpd, click

Service Installation, click Remove.

Note that ntpd must be stopped (see Section 3.4) for uninstallation to work.

3.4 Starting and Stopping the NTP service

Once ntpd has been installed as a service, it can be started and stopped from the Services management

console.

Starting

1. Click Start, click Programs, click Seeing Machines, click NTP FastTrack 1.0, click ntpd, click
Starting and Stopping, click Shortcut to Services. This opens the Services management console.

2. Right click the Network Time Protocol item in the Services list (this is the ntpd service). A context

menu appears (as shown in Figure 8).
3. Click Start.

Stopping

In the Services list, highlight the service labelled Network Time Protocol, and select the Stop button.

O Seeing Machines 2002 9



Services ol x|

File  Action Wiew Help
e = W EE 2 re 0w
% Services (Local) | Mame © | Description | Skatus | Startup Type | Log ©on fAs | ;I
%Network Location &...  Collects an... % Local Syskem
%Network DDE DSDM Manages D, .. Palise bl Local Syskem
%Netwnrk DDE Provides n... Bl Local Syskem
Resume
%Netwnrk Zonneckions  Manages o... al Local Syskem
Restark
%Netrnpa MNHE Server - phatic Local Syskem _I
%NetMeeting Remote..., Enablesan.,. &l Tasks FH Local Syskem
%Net Logan Suppoarts p... Refresh atic Local Syskem
%MS Software Shado,.. Managess... —— — H Local Syskem
%Messenger Transmits ... Properties atic Local Syskemn LI
Extended A Standard
Help
Start service Mebwark Time Protocol on Local Computer e ——

Figure 8 - Starting the ntpd service

Automatic Startup

It is convenient to have the ntpd service automatically restart when you restart your computer. In the
Services management console:

1.

Right click the Network Time Protocol item in the Services list. A context menu appears (as shown
in Figure 8).

Click Properties.

Select the Automatic item in the Startup type dropdown combo box.

3.5 Viewing the NTP Log

ntpd periodically logs its major events, such as starting, stopping, plus any clock synchronization updates.
This log information can be viewed using the Windows “Event Viewer" management console:

1.

Click Start, click Programs, click Seeing Machines, click NTP FastTrack 1.0, click ntpd, click
Starting and Stopping, click Shortcut to Event Viewer. This opens the Event Viewer management
console.

Double click the Application icon. A list of events appears.
Click the Date column to order the events chronologically.

Right click an event, select Properties in the context menu (as shown in Figure 9). This opens a
properties window containing an explanation of the event.

_lnix]

File  Action Wiew Help

e~ | mm| E
@ Ewenk Wiewer (Local) | Application 1,441 eventis)

2] .D.pplic.atic'n Type I Date I Tirne I Source ;I
i ;3;?;:‘? I'IFI:II'I'I'I-EltI:IrI S MNTP :
- @Informatlon 104262002 Z:56:13PM NMNTP
@Information 10)26/2002 256113 PM NTP Properties k LI

L
‘_] | Help
Cpens property sheet For the current selection. | =-=r

Refresh

Figure 9 - Viewing the ntpd event log
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The Event Viewer does not refresh its display very often. For the latest NTP events to be visible, you may
sometimes have to force a refresh using the F5 button.
Log Entries for Stopping and Starting ntpd

The following three event log entries should appear once you start the ntpd service:
*  “ntpd 4.1.1a Tue Oct 15 10:31:00 2002 (2)" - or something similar;
= "precision = 7 usec” - the actual number will vary;

When stopping the ntpd service, the following log entry should appear in the event viewer.
* The Network Time Protocol Service has stopped.

3.6 Overriding the 1000 second Sanity Limit

ntpd automatically exits if the synchronization offset between itself and its designated server exceeds 1000
seconds (~16.6 minutes) [Mills, 2002, ntpd]. This may be a problem when first synchronizing computers that
initially have a large offset.

It is possible to override this sanity limit by editing the Registry using the Registry Editor.

WARNING: Using Registry Editor incorrectly can cause serious problems that may require you to reinstall
your operating system. Seeing Machines cannot guarantee that problems resulting from the incorrect use
of Registry Editor can be solved. Use Registry Editor at your own risk.

1. Click Start, click Run. This opens the Run dialog.
2. Type regedit.exe then click OK. The Registry Editor window launches.

3. In the key hierarchy shown in the left of the Registry Editor, click HKEY_LOCAL_MACHINE, click
SYSTEM, click CurrentControlSet, click Service, click NTP. In the right hand side of the window, a
list of keys is shown, as illustrated in Figure 10.

4. Double click the ImagePath key. An Edit String dialog appears. The Value data text edit contains
the path of ntpd.exe.

5. At the end of the path, type ' -g', as shown in Figure 10, then click OK.
6. Exit the Registry Editor.
Note that ntpd must be restarted (see Section 3.4) before this will take effect.

s Registry Editor =10 x]
File Edit ‘Wiew Favorites Help

Ha NTP :I Mame Type | Data

{0 Security [ab]Default) REG_5Z {value not set)

- Hul [aB]Dependonservice REG_MULTLSZ  Teplp Afd

- v DisplayName REG_SZ Metwork Time Protocol

-0 s @8] Errorcontrol REG_DWORD 000000001 (1)

-0 W ImagePath REG_EXPAND... C:\Program Files!SeeingMachines\NTP FastTrack 1.0%binintpd . exe

(1 Nkl ObjectName REG_SZ LocalSystem

Sg E:'”kFWd start REG_DWORD 000000002 (2)

[]"D Parport Type REG_DWORD 000000010 {16)

- Parydm J

w3 PCI Walue name:

[ PCIDUmp IImagePath

{11 PCIIde

- Pemeia Walue data:

{27 PDCOMP IE:\Program FilesSeeingMachines\W TP FastTrack 1.0%in'ntpd. exe -g

--{_] POFRAME

(L] PDRELI | ok | Cancel

{1 PORFRAME
CE B | | &
|My ComputeriHKEY _LOCAL_MACHIMEVSYSTEMY CurrentControlSet)Services i NTP v

Figure 10 - Editing the registry to override the 1000 second sanity limit
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4 Running an NTP service on Linux
This section outlines how to install, stop and start a NTP service (ntpd) in Linux. The configuration of ntpd is
deferred until Section 5.

Since there are many different Linux varieties, some assumptions have been made about file locations. You
may need to adapt some of these instructions to suit your local Linux configuration.

4.1 Check for pre-installed NTP daemons

First, check to see if you have any NTP daemons running:
= ps —ef | grep ntpd

If ntpd or xntpd are listed, aside from in the grep command, you will have to manually configure the
daemon. We also recommend that you make sure the NTP daemon is at least 4.1. You can do this by
examining /var/log/syslog when the daemon is started.

4.2 Installation

Linux installation requires building the binaries from source code. The build uses standard tools including
GCC, Perl and make, which should be included in your Linux distribution. You will need root permissions to
install and run an NTP daemon since it updates the system time. To build and install the NTP distribution:

1. Open a terminal as the 'root’ user.

‘cd’ to the directory containing the file NTP_FastTrack_1.0.0.tar.gz.

Unzip the tarred/zipped file using ‘tar xzvf NTP_FastTrack_1.0.0.tar.gz'
Change into the distribution directory using ‘cd NTP_FastTrack_1.0.0'
Unzip the tarred/zipped NTP distribution using ‘tar xzvf ntp-4.1.1a.tar.gz'
Change into the NTP distribution directory using ‘cd ntp-4.1.1a'

N o o &~ e

Type ‘Jconfigure' to configure the package for your system. The script will take a while to
complete, and will prints some messages telling which features it is checking for.

8. Type 'make' to compile the package.

9. Type 'make check’ to run some scripts which will test the installation.
10. Type ‘make install'.

11. Change back into the Seeing Machines distribution directory using ‘cd ..

12. Run a script to install the daemon and run on startup using *./sm_install.pl".

This will install the NTP distribution binaries into [usr/local/bin, and start the ntpd daemon®. It will also
ensure the daemon restarts when you reboot your computer.

If you wish to remove the daemon from startup, run the sm_uninstall.pl script in the NTP_FastTrack_1.0.0
directory.

For optional instructions on building/installing, or if warnings or errors occurred while following these
instructions, please refer to the INSTALL file included with the NTP distribution.

* ntpd is started with the '-g" argument to override the 1000 second sanity limit (see Section 3.6).
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4.3 Starting and Stopping the NTP service

Starting
To start the NTP service:
1. ‘cd' to the directory containing the binaries - fusr/local/bin.
2. Type 'ntpd -g'
3. ntpd will attempt to read the configuration file ntp.conf from [etc. To specify an alternative
ntp.conf file, start ntpd by typing ‘ntpd -g -c <ntp.conf file path>'.
Stopping

To stop the service, you must kill the ntpd process.

O Seeing Machines 2002 13



5 Configuring your NTP Service

Your ntpd service can be configured by editing a configuration file, called ntp.conf. This allows you to
specify:

= whether your service is a client, server, or both;

» what server a client will use;

= whether a server is “disciplined” or "undisciplined”;

= if the service should log clock drift information, to reduce synchronization time in the future;

*» How often a client queries a server.

Note: it is important to realize that changes do the configuration file will not take effect until you restart
the service.

5.1 Location of ntp.conf

ntpd expects the ntp.conf configuration file to be in a specific directory. This directory is different for each
operating system, as shown in Table 1. (For Windows users, a shortcut to ntp.conf is provided in the NTP
FastTrack 1.0 Programs menu.)

Windows 2000 C:\WINNT\SYSTEM32\DRIVERS\ETC
Windows XP C:\WINDOWS\SYSTEM32\DRIVERS\ETC

Linux [ete

Table 1 - The expected path for ntp.conf for each platform

5.2 Configuring an Externally Disciplined Server

As explained in Section 1.5 your local time server can itself by synchronized to more accurate time servers.
Using this configuration requires specifying the IP address of each server in the ntp.conf file, as shown
below. (Note that the first two lines starting with a '#' character contain comments that do not affect the
ntpd configuration).

# nt p. conf
# External |y Disciplined Server

server ntp.nm.csiro.au
server ntp.per.nm.csiro.au
server ntp. adel ai de. edu. au
server ntp.nmel.nm.csiro.au

An example ntp.conf for a server with external time references.

Note that, as recommended in Section 1.5, at least 3 external servers have been specified. A list of stratum 1
and stratum 2 servers can be found at:

http://www.eecis.udel.edu/~mills/ntp/servers.html

5.3 Configuring an Undisciplined Server

To configure your ntpd service as an “undisciplined” server (see Section 1.5) place the following lines in your
ntp.conf file:

14 30 November 2002



# ntp. conf
# Undi sci pl i ned Server

server 127.127.1.1 # Specify server is undisciplined
fudge 127.127.1.1 stratum 10 # Server has |ow stratumto reflect possible drift

ntp.conf for a server with an undisciplined local clock

The server name 127.127.1.1 is a pseudo-IP address that specifies to use an undisciplined server.

Note that the stratum of the server is manually set as a low stratum, to indicate to unsuspecting clients
that it is not a high accuracy server.

5.4 Configuring a Client

If you wish your ntpd service to be a client, your ntp.conf file only needs to specify the IP address of your
Server.

# nt p. conf
# Cient connected to a single server

server 10.10. 10. 242 # specify the | P address of the client’s tine server

An example ntp.conf for a client connecting to server with IP address 10.10.10.242

Note that there is nothing in this configuration restricting your client from being used as a server. However,
as outlined in Section 1.5, only one machine in your local network should be used as the designated server.

5.5 Speeding up Synchronization using a “drift file"

Synchronization can take up to an hour to reach acceptable accuracy (see Section 1.4). This time can be
drastically reduced using a drift file - a logfile in which the ntpd service records its latest computation of
the local clock drift.

Both disciplined servers and clients benefit from using the drift file. It is not needed by an undisciplined
server, since it is does not reference external clocks.

To configure ntpd to use a drift file, you need to append your ntp.conf configuration file with the keyword
"driftfile" followed by the path of the drift file, as shown in the example below.

# nt p. conf
# Client connected to a single server
# Drift file is used to speed up synchroni zation with server

server 10.10. 10. 242 # specify the | P address of your tinme server

driftfile C\WNDOANS\ SYSTEM32\ DRI VERS\ ETO nt p. dri ft

Specifying the drift file in ntp.conf for a Windows XP client ( connecting to server with IP address
10.10.10.242)

The first time you start your NTP service there will not be any drift file to initialize from, and so a full
initialization must take place. After this service has run for an hour or so, it will create a ntp.drift file in the
location you specified, and update it every hour. The next time you restart the service, it will use this file to
speed up the initialization.
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6 Monitoring Synchronization

The NTP distribution provides facilities to monitor how well your computers are synchronized.

6.1 Checking Synchronization Offset using ntpq

The ntpq utility [Mills, 2002, ntpq] lets you query how well ntpd is synchronizing a computer to its
reference server(s). This is most commonly used to query the time difference between a computer and its
servers. Note that ntpq will only work on a machine with an NTP service running.

Windows

To run ntpq on Windows:

1. Click Start, click Programs, click Seeing Machines, click NTP FastTrack 1.0, click NTP Utilities
Command Prompt. A command prompt will appear with the working directory set correctly.

2. Type:
" ntpg —p

An ASCII table of information will then appear, as shown in Figure 11. Table 2 explains the fields of this
table.

oo O WINDOWS, System32h cmd.exe

C:“Program Filesz“SeeingMachinesntpXntpg —p

remote refid st t when poll reach delay

+tictoc.tip.CSIR .ATOM. 64 177 - 173.842

+nmlperth_pd.uwa _ATOM. 6d 177 . 176698
+huon.itd.adelai ns.saard.net 64 177 - 173.338
Happhyzlh_mst.cs _ATOM. hd 177 . 184 .843

C:~Program Files:SeeingMachines~ntp>

Figure 11 - The output from the command ntpq —p (Windows command prompt)

The ntpq output shown in Figure 2 is interpreted as follows: the stratum 1 server "appyhs16.mst.cs” has
been the server selected for synchronization. Currently there is a 0.184 second time difference between the
machine and this server, which will reduce over time.

Linux

To run ntpq on Linux:

1. Change to the ntpq directory using ‘cd fusr/local/bin’.
2. Type:
" ntpg -p
An ASCII table of information will then appear, similar to that shown in Figure 11. Table 2 explains the
fields of this table.
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Field Full name Explanation Units
Abbrev.
remote Remote  server | The name of the NTP server. -
name
The name is preceded with a special character indicating the status
of the server: The most important of these are
"*" the clock has been selected for synchronization
“x" the server is considered to be incorrect
“+" the server was considered for synchronization.
“blank” the server has been discarded. This can happen while a server
is initializing.
For an explanation of other characters, refer to [Dalton,1997]
refid Reference ID The IP address of the server, or name of the external server. -
st Stratum The stratum of the server. Lower stratum number servers are | -
considered more accurate.
t Type This indicates the "mode” of the NTP server. We are only interested in | -
the following modes:
“I" - local - A server with an undisciplined local clock will run in this
mode
“"u"- unicast - point to point communication. Any client or server
synchronizing from another server should have this as the mode.
when when The time since the last response from the server seconds
poll Poll Period How often the client is querying the server. seconds
reach Reachability Shows how successful the client has been in reaching the server. A | -
reach of 377 indicates all recent queries have been answered.(This is
an 8-bit register shown in octal notation)
delay Round trip time | The time taken for the client to receive a reply packet from the server | milliseconds
once it sent a query. The smaller the better.
offset Time difference The time difference between the client clock and the server clock. | milliseconds
This is the main field of interest.
jitter Dispersion This represents the variation in offset measurements between | milliseconds

samples.

If this number exceeds 100 then the client will have trouble

synchronizing with the server.

Table 2 - Interpreting output from the “ntpg —p" command [Dalton,1997]
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8 Glossary

Client
A machine requesting data from a server.

Daemon
A process that performs its task quietly in the background while you using other applications. The Linux
equivalent of a Windows Service.

Drift file
A log file used by a ntpd client to minimize the time taken to synchronize to another computer.

Disciplined Server
A server which uses other more accurate (lower stratum) servers to compensate for the drift of its internal
clock.

Event Viewer
A Windows tool for visualizing system “events”. ntpd log information is viewed using the Event Viewer.

IP address
A unique identifier for a computer on a network.

Millisecond
1 millisecond = 0.001 second.

NTP
Network Time Protocol - a protocol for synchronizing computer clocks.

ntpd
The application responsible for implementing NTP. ntpd can act as a client or server or both. On Windows it
runs as a Windows Service, on Linux it runs as a daemon. Included in the NTP Distribution.

NTP Distribution
A freeware software implementation of NTP (see www.ntp.org).

ntpq
A program used to query NTP servers, included in the NTP Distribution. Primarily for monitoring the time

difference between a client and a server.

Offset
The time difference (usually in milliseconds) between two computers.

Server
A computer supporting one or more client computers. Each client computer is dependant on the server, but
not vice versa.

Stratum
A level in the NTP server hierarchy. The lower a server's stratum number, the more accurate its time is
considered to be.

SNTP
Simple Network Time Protocol - a simpler and less accurate version of NTP.
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Undisciplined Server
A server which uses its local clock as the UTC reference time.

uTC
Universal Time Coordinated - the world wide absolute time standard, independent of time zones.

Windows Service
A Windows operating system process that performs its task quietly in the background while you using other
Windows applications. The Windows equivalent of a Linux daemon.
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